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Objective:

Understand areas and how ATRIUM uses them to control access

Provide a real-world example depicting the relationship between areas and doors
Demonstrate the process in creating access levels

Associate an access level to a User/Card

In this document we will:

Create areas

Define doors

Create schedules and multi-day holidays
Create access levels

Create users and cards

Associate cards to users

S G o

Associate access levels to users

Understanding Areas

The ATRIUM Access Control system uses a different concept in managing access rights for card holders. ATRIUM
determines user access rights based on areas delimited by doors.

For example, the reception area at the entrance of a building is considered an area. A room or department such as a
conference room or shipping department are other areas.

Users (card holders) are granted or denied access to these area during specific time periods using schedules.

Another example to help understand areas are countries. Countries are separated by international borders such as the
border between Canada and the USA and the border between the USA and Mexico.

Each country is an area. These countries are equivalent to areas in a building. In ATRIUM, doors are considered
borders between areas.

When entering a country, a border guard will permit or deny access to the country according to strict criteria.

With ATRIUM, an access reader will act in the same manner as a border guard. It will grant or deny access to the area
according to strict access rights.

In addition, all countries have several entry points such as airports, sea ports and terrestrial border crossings. This is
also true for some areas in a building where several doors give access to the same area.

ATRIUM’s door menu permits us to define which areas are located on both sides of the door. As shown in the floor
plan on the next page, two doors lead to the shipping area. One door (door 7) is from the exterior of the building to
the shipping department and another (door 6) is from the hallway to the shipping department. Both doors lead to the
same area.
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1. Creating Areas

* Note that the words «Areas» and «Partitions» are synonyms. They mean the same thing.

Click the Areas icon and add areas (click the Add button) as depicted below.

Refer to the floor plan on the previous page to name the other areas.

Although the floor plan includes a cafeteria, it IS NOT a restricted area. This is a public access area. A reader or
request-to-exit device are not installed for this area. Therefore, it is not necessary to add the Cafeteria area to
the system.

Atrium A10 - Default

E Dashboard | Hardware Advanced Configuration

— f— T | “ :
2@ P E[HE NB0 0 0L &
O @ B = | [

Users  (Cards Holidays Schedules] Areas | Access || Doors Relays Inputs oumms Ewverits prnr‘cs
Levels

| Credentials || Access Configuration || Control || Manitoring ||Language-s|

[ Add il: Edit i,l: Delete i

01 - Reception & Hallway |2 |00-00-01-02
|02 - President's Office 3 (00-00-01-02
03 - Conference Reem |4 (00-00-01-02
104 - Production 5 |00-00-01-02
05 - Shipping & |00-00-01-02
06 - Server Room 7 |00-00-01-02

cdvigroup.com
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2. Define Doors

Use the list on the following page to define the doors. Click the Edit button to access the Door Properties menu.

I ————— TR,

m IDashbu:uardI Hardware Advanced Configuration

Dé D EHENER O &L

Users (Cards || Holidays Schedules Areas Access | Doors JRelays Inputs Owtputs | Events Reporis
Levels E

| Credentials || Access Configuration Il Caontrol || Monitoring || Languages |

. Doors

[ Edit i, (Gmnt Access H ) C Disable Access | )

00-00-00-14: Door 01A )3

Door Lock 01 | Expander Door 01 Contac

00-00-00-14: Door 02 Door Lock 02| Expander Door 02 Contac
Main Entrance 00-00-01-02 Door 01 Lock  Door 01 Contact

00-00-01-02: Door 02 Door 02 Lock | Door 02 Contact

Name each door (Display Name field) as shown in the list and indicate Side A and Side B areas using the floor plan
provided. Note that Side A is the area located before the door (reader side) and Side B (rex side) is the area located
on the other side of the door. Repeat for each door.

Door Properties Menu

A Door Properties I
~General Information r‘ Configurati Y Evenis\r Notesw
Display Name: Main Entrance I Ty et
@ o ) Side A "L Side B
Ve Area: e} Area:
rOptions ( x - o (01 - Reception & Hallway (00 )
(D Relocks On Door Open ) / L boe i)
] ‘mi - ContactInput:
(EI Relocks On Door Close ) _._
@ —— ) An empty area represents W
n Be Left Open . o1
the exterior of building
~Schedul
Unlock Schedule: (Schedule Never v) REX: = REX:
¢ ~) ( Door 01 Rex (00-00-01-02) ~ )
(D Unlocks on First Access/First Man In )
Reader: Reader:
 Timing (Reader 1 (00-00-01-02)  +) ( D
Unlock Time {seconds):
Extended Time (seconds): E
Open Too Long Pre-Alarm (seconds): =
Cpen Too Long Alarm (seconds): u‘io Lock:
o
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@ Side A = Reader location - Side B = Request-to-Exit (REX) location

Door 1 - Main Entrance
e Side A - Empty (Leave Blank)
e Side B - Area 01 - Reception & Hallway

Door 2 - President’s Office
e Side A - Area 01 - Reception & Hallway
e Side B - Area 02 - President’s Office

Door 3 - Employee Entrance
e Side A - Empty (Leave Blank)
e Side B - Area 01 - Reception & Hallway

Door 4 - Conference Room
e Side A - Area 01 - Reception & Hallway
e Sijde B - Area 03 - Conference Room

Door 5 - Production Door
e Side A - Area 01 - Reception & Hallway
e Side B - Area 04 - Production

Door 6 - Shipping Hallway Door
e Side A - Area 01 - Reception & Hallway
e Side B - Area 05 - Shipping

Door 7 - Loading Dock Service Door
e Side A - Empty (Leave Blank)
e Side B - Area 05 - Shipping

Door 8 - Server Room
e Side A - Area 01 - Reception & Hallway
e Side B - Area 06 - Server Room

Door 9 - Accounting
e Side A - Area 01 - Reception & Hallway
e Side B - Area 07 - Accounting

cdvigroup.com
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3. Create Schedules

The highlighted schedules in the list below show the Mon - Fri 7:15 to 4:15 and Mon - Fri 8:00 to 5:00 schedules.
Click the ADD button to create these schedules.

Atrium A10 - Default
! Dashboard | Hardware Advanced Configuration

Ofa B FHE BI3 0 O &

Users Cards || Holidays | Schedules Access || Doors Relays Inpuits Outputs || Events Reporis
Levels

| Credentials ” Access Configuration ” Control H Monitaring HLanguages‘

 Schedules

l Add If Edit ) [ Delete '

& | Schedule Continental 18 |Saturday 1, from 06:00 to 14:00; Sunday 1, from 06:00 to 14:00; Tuesday 1, from 14:00 to .
Schedule Split Shift Saturday 1, from 10:00 to 14:00; Sunday 1, from 10:00 to 14:00: Monday 1, from 10:00 to
#  Mon-Fn 7:15 to 415 20 Monday 1, from 07:15 to 16:1%; Wednesday 1, from 07:15 to 16:15; Tuesday 1, from 07:15

#  Mon-Fri 800 to 17:00 21 Monday 1, from 08:00 to 17:00; Tuesday 1, from 08:00 to 17:00; Wednesday 1, from 08:00

The schedule below will be valid Monday to Friday from 7:15 AM to 4:15 PM. This schedule will be used to permit
access to the Reception & Hallway, Production and Shipping areas. Double-click the calendar to add time periods
for each day.

Monday to Friday - 7:15 AM to 4:15 PM

0, Schedule Propertics L0
T (TS| votsays | Wetes |
Display Name:  Mon-Fri 115 o d15 o= z oy —
== oyt i)
Sturt e RN G Teosundsy  foomoosny  [iledey  [oWedoeswy  (02Thundey  [03fidey R sanede
|c,»cu Length idsyeh| 7 :I: o0
300
&0
|2 OTLS - DS : | CHOTLS - 1615 . (0705 - DE1S |2 07A% - LEAS | 0TS - LELS
500 (1
[ H
1200 | |
i |
1500 ' |
1800
e
Loom
[{T IJ] Double-click calendar grid to add a new time periad.
=
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The schedule below will be valid Monday to Friday from 8:00 AM to 5:00 PM. This schedule will be used to permit
access to the Reception & Hallway, Accounting, Conference Room and Marketing areas. Double-click the
calendar area to add time periods.

Monday to Friday - 8:00 AM to 5:00 PM

Scheduie Properties e |
Girnarsal Inbiermalion (0 Sahdate| Wobidays | Wates |
Display Name:  Mon-Tri 800 1o 1700 y - = —
H'*"'f""‘]' Mot | m=4waqu-|_7!{7|.7_|
Start Date SO BIf (5w MMondey  [3Tueay [0 Wednesday  (02Thundey  (D3fedey  Besaedsy |
loucte Length idsye: | 7 5 o0
T
0
[Goeos 3700 | i;—';'&;:’.’é.‘.'i}}.?‘"" [Coae0-1700 | (00800~ 1700 | (0800 1790
0 [ [ [ [
1200 . iI |! I
| E 1 |
15 Il |
1800
o,
Zoom —
[l: 7= I_)] Double-click calendar grid to add a new time perod.
=
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Holidays

Holidays can impact a schedule. For example, if Christmas falls on a weekday, the holiday will override the normal
execution of the schedule. In most instances, an employee will be permitted access weekdays but will be denied
access if Christmas day occurs on a weekday.

We manage this by excluding a holiday from a schedule. Click the Holidays tab in the schedule menu to exclude a
holiday. Inversely, including a holiday in a schedule will permit the schedule to remain active (or valid) even if the
day is a holiday.

Note that one holiday can span several days (multi-day holidays). For example, summer holidays (2 weeks in July) or
during the holiday season (Dec. 24th to Jan. 2nd). We can exclude these holiday periods from a schedule which will

result in the schedule being invalid during these holidays. The holidays will override the schedule.

We will create two holidays, Summer Vacation and Christmas Break and exclude them from the schedules created
previously.

Click the Holidays icon and click the Add button to enter the Holiday Properties menu.

In the example below, the Summer Vacation holiday will:

. begin at midnight on the first Monday following June 30, 2012
. repeat every year (occurs yearly)
. last 14 days

Summer Vacation

= — — - i — — S - - L a8 - o=
5& Dashboardl Hardware Advanced Configuration

D@lh|EHE NS ;O Lo 3{"

Users (Cards || Holidays |Schedules Areas Access | Doors Relays ]npl..n: O.Jtputs Events Reports
Levels

Credentials Access Configuration Control Monitaring Languages
(7 Holidays | i - N
LSS 7\ Holiday Properties

- i Belete  General Information ~  MNotes

I Display Name: | Summer \-’acatior’l
(El Active
Date:| 2012-06-30

Start Time:| 00:00
Length [dd:hh:mm):| 14:00:00

~ Notes

Begins on the first Maonday following June 30th, 2012
Repeats annually
Lasts 14 days

gl |

QOccurs Yearly )

( 7
(|:—ﬂ Use Relative Day: ) ( Mondayvg .
=
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In the example below, the Christmas Break holiday will:

. begin at noon December 24, 2012
. repeat every year
. last 10 days

Christmas Break

7\ Holiday Properties

~ General Information

I Display Name: Christmas Break

(@ Active )
Date:| 2012-12-24
Start Time:| 12:00
Length [dd:hh:mm]l:| 10:00:00
(B Occurs Yearty )

B4
(D Use Relative Day: )

(* Notes

~ Notes

Starts at noon on December 24th
Lasts 10 days [until January 2nd)
Repeats every year

[ Save i [ Cancel i

Exclude holidays from schedules

The next step consists of excluding these holidays from the schedules as shown in the screen capture below. In the
Schedule Properties menu, select the Holidays tab, click the Assign button in the Excluded Holidays section.
Select the holidays in the drop-down list of the Holiday Selection pop-up window. Save the modification. Repeat for

both schedules.

Ditplay Mame: Men-Fr 745 1o 415 =

=]

Inchuded Holidays
i fatrw ! | Assign iﬂ Unassign :I

Suaet Cates| 2002-01:09 G|
Cycle Length {dayrk| 7 [

B [|Summer\Vecation |1 |Stacts on the firet Monday sfter 2013-05-30, repsatt svery year. [ 00.00
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4. Create Access Levels

The highlighted access levels below show the Accounting and Shipping access levels.
Click the ADD button to create these access levels as shown on pages 12 and 13 in Table 1 and Table 2.

k " — J - Dhefa

Dashboard | Hardware Advanced Configuration

- 4 = 1 T : E r’ » ]

o & = 3 e :

O P EHENRZTNRQ O &
Users Cards Holidays Schedules Areas | Access | Doors Relays Inpuits Outputs | Evenis Reports

Levels W
‘ Access Configuration Control H Monitoring HLanguagE5|

Credentials

([ Access Levels |

E Add ‘f Edit ) [ Delete b

B |Accounting Access Level |1 ‘

B | Access Level Always 2

*  Access Level Programming 3

*  Shipping Access Level 4

ﬁ Access levels permit us to configure which schedule (if any) will allow a user (card holder) to access an area.
This is an essential step in controlling who will have access, and at what times, to different areas of a building.

cdvigroup.com 11



Accounting Access Level

i | X |
g&_ Access Level Properties
 General Information Motes
IDisplay Mame: Accounting Access Level I """""""""""

Module: 00-00-01-02

(El Active )

01 - Reception & Hallway |_Mon-Fri 8:00 t5 17:00

02 - President’s Office {_Schedule Never

03 - Conferance Room { Mon-Fri 8:00 to 17:00

04 - Production (Schedule Never -
05 - Shipping (Schedule Never -

06 - Server Room(ScheduleNever -
07 - Accounting {_Mon-Fri 800 to 17:00 =

Save Cancel

Table 1: Association between areas and schedules for the Accounting Access Level

AREA ‘ SCHEDULE

01 - Reception & Hallway Mon - Fri 8:00 AM to 5:00 PM
02 - President’s Office Never
03 - Conference Room Mon - Fri 8:00 AM to 5:00 PM
04 - Production Never
05 - Shipping Never
06 - Server Room Never
07 - Accounting Mon - Fri 8:00 AM to 5:00 PM

e Access will be granted to the 01-Reception & Hallway, 03-Conference Room and 07-Accounting
areas when the Mon - Friday from 8:00 AM to 5:00 PM schedule is valid.

e Access will be denied to the 01-Reception & Hallway, 03-Conference Room and 07-Accounting
areas when the Mon - Fri 8:00 AM to 5:00 PM schedule is not valid.

e Access will always be denied to the President’s Office, Production, Shipping and
Server Room areas at all times.

12 cdvigroup.com
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Shipping Access Level

[ x|
g& Access Level Properties
 General Information "~ Areas 1 Notesw
I:Jisplerj.l Mame: Shipping Access Level l
Module: 00-00-01-02
(:El Active ) -
01 - Reception & Hallway (MOH-FH 715 to 16115 -
02 - President's OFﬁce(SChEdMe Mever v)
03 - Conference Room (SChEdUkE Mever v)
04 - Production ( Mon-Fri 7:15 to 16:15 v)
05 - Shipping ( Mon-Fri 7:15 to 16:15 v}
06 - Server Room (Schedule Mever v)
07 - Accounting (Schedule Mever v}

Table 2: Association between areas and schedules for the Shipping Access Level

AREA ‘ SCHEDULE

01 - Reception & Hallway Mon - Fri 7:15 AM to 4:15 PM
02 - President’s Office Never
03 - Conference Room Never
04 - Production Mon - Fri 7:15 AM to 4:15 PM
05 - Shipping Mon - Fri 7:15 AM to 4:15 PM
06 - Server Room Never
07 - Accounting Never

e Access will be granted to the 01-Reception & Hallway, 04-Production and 05-Shipping areas when
the schedule Monday to Friday 7:15 AM to 4:15 PM is valid.

e Access will be denied to the 01-Reception & Hallway, 04-Production and 05-Shipping areas when
the schedule Mon - to Fri 7:15 AM to 4:15 PM is not valid.

e Access will always be denied to the 02-President’s Office, 03-Conference Room, 06-Server
Room and 07-Accounting areas.

cdvigroup.com 13
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5. Create Users and Cards

Create two Users and assign a card to the each User. Each User will be given an access level according to the areas
he/she will be allowed access and according to the times (schedule) he/she will be permitted to access these areas.
We will use the Accounting and Shipping access levels created in step 4 to accomplish this.

The accounting employee (Jane Doe) will be permitted access to the 01- Hallway & Reception, 03- Conference
Room and 07 - Accounting areas:

¢ Monday to Friday from 8:00 AM to 5:00 PM
e She will be denied access to these areas any other day or time
e She will be denied access at all times to all other areas

The shipping employee (John Doe) will be permitted access to the 01- Hallway & Reception, 04- Production and
05 - Shipping areas:

¢ Monday to Friday from 7:15 AM to 4:15 PM
e He will be denied access to these areas any other day or time
e He will be denied access at all times to all other areas

Note: The scope of this document will not explore the Installer, Master or Programming users included by default
in ATRIUM. In most instances these users are typically reserved for building owners/managers, ATRIUM service
technicians and system administrators. Refer to the ATRIUM manuals for detailed information about these users.

Click on the Users icon and click Add to create a new User.

_———-_-m-ﬂ'ﬁ- -l'
@ Dashboard | Hardware Advanced Configuration

Sfa B EHE BER 0 O &

Users | Cards || Holidays Schedules Areas Access | Doors Relays Inputs Outputs || Ewvents Reports
Levels w

| Credentials || Access Configuration | Control || Monitoring || Languages |

)
( Add J ((edit ) ((Delete )
[acive ] tostName | Fist Name [ Access Levels ] Actvtion Date | Expiy Date [ keypad Code [ system Login |

B |INSTALLER USER 2012-01-27 0:0:00 O =
B | MASTER USER Access Level Always 2000-01-01 00:00 0 R
B | PROGRAMMING [ USER Access Level Pregramming | 2000-01-01 00:00 [=] [

cdvigroup.com
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User Jane Doe

Enter the user’s first and last name then click the Add button in the Credentials tab to create and assign a card to
this user. This will automatically display the Card Properties menu.

User Properties menu

g& User Properties X ]
r General Information J Credentialsl/ Access Levele WorkY Hom EY Evenle Notes\l
First Mame: Jane Cards
Last Name: Dod I Assign i Unassign Add
@ el ) Active | 1D | Display Name | Number | User | Activation Date | Expiry Date | Lost | Stalen | Programming C
© Allow Extended Time )l
(D Can Program Cards )
Activation Date:| 2012-01-27 00:00 8|
Expiry Date:| lone ﬂ|
Language: (:English ')
r Keypad Code System Login
l:D Assign a Code ) {(D Assign a Login ]

Save Cancel

cdvigroup.com 15



Card Properties menu

Enter a Display Name, Format and Card Number.

e In many instances the user name is entered in the Display Name field.

e 26-bit is the format used by CDVI proximity readers. Your ATRIUM service technician will be able to advise

you which format to select if other proximity readers are installed in your system.
e Refer to the label on the box the cards were delivered in. The Family Number indicated on the label will

be entered in the first section of the "Number” field. In the example below, this value is 123. The Family

Number can be 1 to 5 digits in length.
e The card number is printed on the card and is 5 digits in length. Enter the card number in the second
section of the "Number” field. In the example below this value is 45678 .
e Click Save. You will automatically be returned to the User Properties menu

Hex: /

7BB26E

Family Number

Card Number

.’ﬁ\ Card Pmpeﬂiesl o
~General Information f, Op‘tian Notesj
Display Mame: Jane Doe I —Opti
@ Active NIE Lost )
User: ( Jane Doe ) (D Stalen )
Activation Date:| 2012-01-27 00:00 5l (@ Programming Card )}
Expiry Date:| None &
Farmat: (25'bit ']
Number: 123 45674

Save

s i

Cancel

The card is now assigned to the user and displayed in the Credentials list

A User Properties

r General Information

First Mame: | Jane

Last Mame: Doe

Active

(@

©

[/ Credentials]/ Access LeveIsY WorkY Home\r E\renisY Notesw

~Cards

[ Assign }[ Unassign ) [ Add i

©

16 cdvigroup.com

)
Allow Extended Time ) = Jane Doe 123:45678 | Jane Doe | 2012-01-27 00:00 O O

Can Program Cards )
Activation Date:| 2012-01-27 00:00 ]
Expiry Date:| None &

Language: (English v] il I | L

r Keypad Code System Login
(D Assign a Code ] [ (D Assign a Login )
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Associate an access level to the user

In the User Properties menu, click the Access Levels tab and click Assign

Select the Accounting Access Level from the drop-down list in the Access Level Selection pop-up window as
shown below. Click OK to return to the User Properties menu and click Save.

[ User Properties | =
~General Information ]r Credenh'alsT_. Access Levelsr WDTILY HomeY E\renle Notesj
First Mame: Jane
Last Mame: Doe
(@ Active )
(] Allow Extended Time )l
(D Can Program Cards ) . “ ”
Activation Date:| 2012-01-27 00:00 m| L. Cl_ICk ‘Fhe ) AC,(,IeSS Levels” tab then
Expiry Date:| lone E| CIle ASS|gn
Language: (English ')
=
g& Access Level Selection -

Access Level: Ii

Accounting Access Level
l CESs Level Always
Access Level Programming
Shipping Access Level

2. Select an access level and click "OK”

500 [User Properties | —
r General Information |/ CredentialsT_, Access Leurels]/ WDFILY HomeY E\renle Notesw
First Name: Jane — Access Levels
Last Name:  Doe (Assign ) (Jna::i;ln ) (Add )
@ (HERTE D | | Pactve Display Name D
(D Allow Extended Time ) B |Accounting Access Level |1
lj:l Can Program Cards )
A‘“‘f“‘_’”gaff} L :! 3. The selected access level has been assigned to
PR the user and is displayed in the list.
Language: (Eﬂg“Sh ']

Repeat these steps for John Doe and select Shipping Access Level.
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CONGRATULATIONS!

You have successfully:

Created areas (partitions)

Defined doors

Created schedules and multi-day holidays
Created access levels

Created users and cards

Associated cards to users

D N N N Y W N N

Associated access levels to users

Refer to the ATRIUM User Guide for more information. It is available on the ATRIUM installation CD or in the Download
section of our web page at: www.cdvi.ca

JAT =RIUM

ACCESS CONTROL
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